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Name Name Status

AppDOS Application Lockout

Parameter Analysis

Authorization

Authorization Parameter Manipulation

AccessControl Authorized pages/functions

Application Workflow

Authentication endpoint request should be HTTPS

Authentication bypass

Credentials transport over an encrypted channel

Default Accounts

Username

o Password Quality
Authentication. User

Password Reset

Password Lockout

Password Structure

Blank Passwords

Session Token Length

o Session Timeout
Authentication.

) Session Reuse
SessionManagem ent

Session Deletion

Session Token Format
HTTP Methods
Virtually Hosted Sites

Known Vulnerabilities / Security Patches

Configuration. Back-up Files

Management Web Server Configuration

Web Server Components

Common Paths

Language/Application defaults
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Configuration.
Management Infrastructure Admin Interfaces

Infrastructure

Configuration.
Management. Application Admin Interfaces

Application

) Application Error Messages
Error Handling

User Error Messages
Sensitive Data in HTML

DataProtection

Data Storage

SSL Version

SSL Key Exchange Methods
DataProtection. :

SSL Algorithms
Transport

SSL Key Lengths

Digital Certificate Validity
InputValidation Script Injection

InputValidation. SQL | SQL Injection

InputValidation. OS OS Command Injection
InputValidation. LDAP | LDAP Injection

InputValidation. XSS | Cross Site Scripting

;19933

0;» /V“ rian, wmm

Red Team Manager at Cybecs Security Solutions Itd

Pinkas St. 69 Tel-Aviv, Israel 6215722 « Tel: +972-77-3500803

office@cybecs.com « www.cybecs.com




